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ABSTRACT

Objectives To understand and report on the direct-to-
consumer virtual care industry in Canada, focusing on how
companies collect, use and value patient data.

Design Qualitative study using situational analysis
methodology.

Setting Canadian for-profit virtual care industry.
Participants 18 individuals employed by or affiliated with
the Canadian virtual care industry.

Methods Semistructured interviews were conducted
between October 2021 and January 2022 and publicly
available documents on websites of commercial virtual
care platforms were retrieved. Analysis was informed

by situational analysis, a constructivist grounded theory
methodology, with a continuous and iterative process of
data collection and analysis; theoretical sampling and
creation of theoretical concepts to explain findings.
Results Participants described how companies in
the virtual care industry highly valued patient data.
Companies used data collected as patients accessed
virtual care platforms and registered for services to
generate revenue, often by marketing other products
and services. In some cases, virtual care companies
were funded by pharmaceutical companies to analyse
data collected when patients interacted with a
healthcare provider and adjust care pathways with
the goal of increasing uptake of a drug or vaccine.
Participants described these business practices as
expected and appropriate, but some were concerned
about patient privacy, industry influence over care and
risks to marginalised communities. They described
how patients may have agreed to these uses of their
data because of high levels of trust in the Canadian
health system, problematic consent processes and a
lack of other options for care.

Conclusions Patients, healthcare providers and
policy-makers should be aware that the direct-to-
consumer virtual care industry in Canada highly
values patient data and appears to view data as

a revenue stream. The industry’s data handling
practices of this sensitive information, in the context
of providing a health service, have implications for
patient privacy, autonomy and quality of care.

,'? Brenda McPhail,® Leslie Vesely,* Robyn K Rowe,’

STRENGTHS AND LIMITATIONS OF THIS STUDY

= Our qualitative study explores the data handling
practices of the virtual care industry, a topic that has
implications for patient privacy, autonomy and qual-
ity of care but has received little attention to date.

= Our study methodology is well suited to generating a
deep understanding of a complex situation involving
multiple stakeholders.

= Study findings are grounded in evidence from a
variety of participant perspectives and triangu-
lated with company documents, increasing study
trustworthiness.

= The study focuses on Canada, and differing political,
legal and social contexts may affect the applicability
of our findings elsewhere.

INTRODUCTION
Over the past decade, and accelerating with the
COVID-19 global pandemic, companies around
the world have started offering virtual care
directly to patients—directto-consumer virtual
care."™ Virtual care, also called telemedicine,
refers to the remote provision (both synchro-
nous and asynchronous) of clinical services.'
Telehealth is a broader term than virtual care
and telemedicine; in addition to clinical services,
it includes the remote provision of non-clinical
health related activities such as provider training
and healthcare administration.'"
Direct-to-consumer virtual care is a type of
patient-initiated virtual care delivered by for-
profit companies via a proprietary software
platform.'”” The services allow patients to
obtain rapid and convenient access to virtual
care without having a prior relationship with
the clinician. (Despite the ethical, legal and
policy implications of referring to patients
as Consumers,13 1 we have opted to use the
term ‘direct-to-consumer’ at it is widely
used both by the virtual care industry and
by researchers).” '* "7 Direct-to-consumer
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virtual care has also been referred to as ‘walk-in virtual
care’,18 19 “direct-to-consumer telemedicine’® * 2 and
‘private video consultations’.'’ *** Example of these
services include Maple (Canada)'®** ; Curon (Japan)®;
Push Doctor (United Kingdom (UK)?%;  Medaviz
(France)27 and Teladoc (USA).'?

Patients appear to value direct-to-consumer virtual
care services, although much of the research has been
commissioned by companies in the industry.” '®* * % [n
a 2021 survey of working Canadians, commissioned by a
company with a virtual care platform, 70% stated direct-
to-consumer virtual care services would allow them to be
more proactive about their health and 82% stated that
these services would help them ‘avoid missing work or
school’.” Studies examining virtual care in general (not
direct-to-consumer virtual care specifically) indicate that
patients benefit from better access, convenience, cost
savings and positive health outcomes.** *' ** Direct-to-
consumer virtual care, however, may also present risks to
patients. Studies report that these services disrupt conti-
nuity of care and can lead to overdiagnosis and overtreat-
ment, 12183341

Organisations, such as the College of Family Physicians
of Canada,” and scholars' * have also raised questions
about the virtual care industry’s data handling practices.
Many companies that collect personal information in
other industries, use the data to create profiles of individ-
uals and conduct targeted marketing.**** Others share or
sell the data to third parties.” " Although the healthcare
industry’s data practices have received little attention,
a recent study found that almost all hospitals in the US
share data with third-party advertisers.”® These types of
data practices may cause harm from, for example, the
exposure of sensitive information®” or from secondary
data uses that incorporate social biases and lead to
discrimination.”® ™ It is unclear, however, if the commer-
cial virtual care industry is engaging in these practices
and what the implications might be for patients. Thus,
our research objective was to understand and report on
the direct-to-consumer virtual care industry in Canada,
focusing on how companies collect, use and value patient
data. As the effects of technological advances are not
uniform across society,” > we sought to understand the
potential implications for patients, the general public
and structurally marginalised groups. This is particularly
important in Canada, a diverse society founded in colo-
nialism and struggling with ongoing structural racism.”*®
A better understanding of the situation and its implica-
tions will inform discussions about these models of care
and provide mechanisms to minimise risks.

METHODS

Design

We used qualitative research methods to collect and
analyse data. Our methods were informed by situational
analysis, a constructivist and critical grounded theory
methodology.”’ In situational analysis, the data collection

methods and analytical approach explore individuals’
experiences, perspectives and situatedness. The goal is to
generate a deep understanding of a complex social situa-
tion, comprising individuals, institutions, discourses, and
technologies, and their inter-relationships. We triangu-
lated two forms of qualitative data: individual interviews
with key informants affiliated with the commercial health
data broker industry in Canada and publicly available
documents on websites of companies with a virtual care
platform operating in Canada. The study authors have
expertise in qualitative methodologies and experience
examining the impact of new technologies and commer-
cial interests on health and healthcare. We reported our
methods using the Standards for Reporting Qualitative
Research® (see online supplemental appendix 1).

Patient and public involvement

We involved BM, the Director of the Canadian Civil
Liberties Association’s (CCLA) Privacy, Surveillance and
Technology Programme, to help ensure that civil society
perspectives, grounded in the public interest, were
included in our study. She was involved with all aspects
of the study from design to knowledge translation. The
CCLA is a national, nongovernmental civil rights organi-
sation that advocates for people living in Canada—partic-
ularly those who face social exclusion—in the courts, at
parliamentary committees and through the media. We
have also shared a report with our preliminary findings
with study participants.

Setting

Canada has a single-payer universal healthcare system
with a federal requirement for provinces and territories to
publicly fund a basket of essential services, such as physi-
cian visits and hospital care.”” Even though funding for
these essential services is public, much of the delivery of
care is private.*® Most physicians are self-employed and
bill the provincial payer for patient care services. Physi-
cians are responsible for covering the costs of software
systems to manage patient records and to provide virtual
care.”* Prior to the onset of the pandemic, few physi-
cians were able to bill for virtual care services unless they
used provincial software systems that were primarily for
providing specialist services in remote areas.’”* Since the
onsetofthe pandemic, some provinces and territories have
started to fund direct-to-consumer virtual care services; in
others, patients pay out-of-pocket or are covered through
their employer or private insurance.'®** ™ 7' Nurse prac-
titioners in Canada, although able to diagnose and treat
medical conditions with prescriptive privileges, are not
permitted to bill the public health system.” 7 ™ They are
typically hired by hospitals or medical clinics and paid a
salary for their services.

In Canada, a private sector company’s collection and use
of data are governed by federal privacy legislation,”* unless
a province has private sector legislation that has been
deemed substantially similar.”"” Federal privacy legisla-
tion defines personal information as ‘information about
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an identifiable individual’”* and personal health informa-
tion as a subset of personal information concerning ‘the
physical or mental health of the individual,” including
‘information that is collected incidentally to the provision
of health services to the individual’.” " Currently, federal
legislation does not provide explicit protections for
deidentified data. When a company is acting on behalf of
a healthcare professional to provide a health service, its
activities are governed by provincial health privacy legisla-
tion as well as by federal privacy legislation, unless a prov-
ince has health privacy legislation that has been deemed
substantially similar to federal legislation.” In recogni-
tion of the rights of the many Indigenous Peoples within
Canadian borders, some organisations are starting to
incorporate Indigenous Data Sovereignty directives into
data handling practices.*” These directives affirm Indige-
nous Peoples’ right to sovereignty, including a communi-
ty’s right to control, use and gain communal benefit from
the data.® *

Identification of platforms

To identify platforms providing direct-to-consumer
virtual care in Canada, we conducted systematic keyword
internet searches (eg, [“virtual care” OR “virtual care
platform” OR “telemedicine” OR “online doctor”] AND
“Canada”). We defined virtual care as ‘any interaction
between patients and/or their circle of care occurring
virtually, using any form of communication or informa-
tion technologies, with the aim of facilitating or maxi-
mising the quality and effectiveness of patient care’.”
This definition has been used by a number of Canadian
organisations including the Canadian Institute for Health
Information,* Digital Health Canada® and the Canadian
Medical Association.” We defined direct-to-consumer
virtual care as virtual care services provided through a
proprietary software platform operated and controlled by
a for-profit company. We defined direct-to-consumer as
virtual care as patient-initiated care that is not integrated
into ongoing, comprehensive care. We limited our anal-
ysis to platforms that provided physician and/or nurse
practitioner virtual care services as these services typically
fall within essential services funded by provincial public
payers.”” We excluded platforms operated by for-profit
and public entities as these entities have different gover-
nance structures and objectives than for-profit compa-
nies and operate under different legal frameworks® ™
making direct comparison of the impetus and nature of
data collection practices more challenging. We excluded
platforms that solely provided remote monitoring or
other services that did not involve direct communication
with a physician or nurse practitioner. We also excluded
platforms that were not accessible to the general public.
We verified our findings with a recent environmental
scan of these platforms in Canada.! For each platform,
we searched the Mergent Intellect database to iden-
tify the parent company, ownership (privately held or
publicly traded) and corporate structure™ and used the
Builtwith Technology Lookup online tool” to generate a

technology profile for each platform. For a description of
the platforms, see online supplemental appendix 2.

Data collection

We had two sources of data—interviews with individuals
affiliated with the commercial virtual care industry in
Canada and company documents—that we collected and
analysed simultaneously. We used a purposive sampling
strategy’® to recruit interview participants and sample
documents. To start, we relied on a maximal variation
typology to provide a variety of perspectives.”” We sought
to include a range of companies in terms of size; loca-
tion (eg, Canada, the USA); type of services (eg, primary
care, mental health); participant roles at company; as
well as a range of types of documents (eg, promotional
material, privacy policy). As our analysis progressed, we
transitioned to a theoretical sampling typology™ where
our ongoing analysis directed further sampling. To
recruit participants, we contacted individuals through
contact information in the public domain or through the
LinkedIn messaging system. To identify publicly available
documents, we searched the company’s public website to
identify relevant documents such as promotional mate-
rials, data-sharing policies, privacy policies and consent
procedures.

Telephone interviews were conducted by LV. The inter-
view guide included questions to help us understand the
commercial platforms; the key entities and their interre-
lationships; the collection, use and storage of different
forms of patient data collected through the platform; and
the potential benefits and risks for patients, communi-
ties and structurally marginalised groups (online supple-
mental appendix 3). The guide was modified iteratively
as needed, as data collection and analysis proceeded.
Interviews were transcribed by a professional transcrip-
tionist. All identifying information was removed from the
transcripts and audio recordings were deleted following
transcription and transcript verification. Participants
were given pseudonyms and are described by these pseud-
onyms in this manuscript.

Analysis

Data collection and analysis occurred simultaneously.”
Each transcribed interview and sampled document was
uploaded into qualitative research software, NVivo, for
preliminary line by line coding by LV and SS. As coding
continued, SS and LV used a constant comparative
method where they compared new data to the analysed
data, identified related codes, wrote memos and adjusted
the preliminary codes as needed. The collected and anal-
ysed data directed further recruitment and interviewing
as well as additional sampling of documents.

During coding, LV and SS wrote memos describing
analytic ideas, lines of inquiry and directions for data
collection and analysis. They also created situational and
relational maps to visualise the whole of the context of
commercial virtual care, drawing connections and speci-
fying the relationships between each element in the maps
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Table 1
Role

Study participants: roles and pseudonyms

Executive, company with a Alex, Hao, Jamie, Mani,
virtual care platform Pat

Employee, company with a Finn, Ira, Laurie, Qi
virtual care platform

Executive, consulting company Darcy, Kari

Employee, consulting or Bala, Gabe, Neely, Okena,
subcontracting company Reid
Academic researcher Cam, Elliot

(eg, companies, platforms, databases, software tools,
discourses, social and political elements, key events).61 SS
and LV wrote memos based on the maps to develop cate-
gories and theoretical concepts to understand the virtual
care industry in Canada in the broader context and to
generate fresh insights and identify areas for further
analysis.

Consistent with situational amalysis,61 LV and SS used
the reworked maps and related codes to create categories
that focused on explicating actions and processes. These
categories were used to generate theoretical concepts.
Theoretical concepts are higher-level categories central
to the analysis that subsume and connect other categories
and are connected to each other.

The core research team (SS, LV, BM and QG) met regu-
larly to review the ongoing analysis. SS and LV concluded
data collection and analysis once they had identified
important theoretical concepts; produced ordered maps;
and had fully described the situation, with newly collected
data not leading to significant modifications in maps and
the conceptual understanding of the situation (online
supplemental appendix 4). We then reported the find-
ings in narrative form, presenting the range of experi-
ences related to these core concepts.

RESULTS

We analysed 18 key informant interviews, conducted
between October 2021 and January 2022 (table 1).
Participants included two academic researchers, one
data analyst, three chief executive officers, three vice
presidents, three directors, one engineer, two digital
health consultants, two subcontractors, four physicians,
one privacy officer and one privacy consultant (several
participants had multiple roles). Nine participants were
employees of companies with a direct-to-consumer virtual
care platform and nine individuals were affiliated with
the industry as academics, consultants and/or third-party
subcontractors. We also analysed 31 documents from 14
companies with a virtual care platform.

Data generates revenues

Documents and participants’ interviews indicated
that patient data were highly valued by the virtual care
industry and used to generate revenues. Data helped

3

companies to improve and expand services, promote
other products and services and/or third party products
and services; and, in some cases, adjust patient care path-
ways to promote pharmaceutical products.

A data gold rush

Darcy, an executive at a consulting company, explained
how companies in the virtual care industry believed
‘the future is data.” Darcy characterised the expansion
of companies into virtual care as a ‘gold rush’ to gain
access to data. The pandemic sparked an ‘explosion’ in
the use of virtual care services in Canada, and companies
were eager to get involved (Alex, executive, company
with virtual care platform). This led to the creation of
many new start-ups and initial public offerings as well as
mergers and acquisitions among existing companies. In
Gabe’s view, an employee at a consulting company, the
‘great interest in the data’ led to public offerings for
Canadian start-ups ‘at hundreds of millions of dollars.’
Ira (employee, company with a virtual care platform)
stated, ‘During the pandemic, if it says ‘“Telemedicine’” on
it, you’re getting investors and you're getting bought up.’
Elliot (an academic researcher) explained that the ways
companies use data may vary.

I think it depends on the company. But I do know for
sure, for most of them, monetization—so that data is
part of their business model. I think they might have
different levels of maturity, but I think for most of
them that is part of their business plan.

Elliot went on to explain how a smaller or less mature
company may not have enough data to make it worth-
while to ‘clean-up’ and do the ‘groundwork needed to
monetise the data.” But that this monetising data would
be among the company’s long-term goals.

Data category determines use

Participants described the different categories of data
collected by companies with virtual care platforms. These
different data categories appeared to determine how data
were used by the company. The first category was personal
health information, a subset of personal information
under Canadian federal privacy legislation. According
to participants, companies described personal health
information as the data collected by physicians and nurse
practitioners during the provision of care. This included
a patient’s ‘medical information, how many consults
[they’'ve] had, what the outcomes were’ (Pat, executive at
a company with a virtual care platform).

Participants described another category of data:
registration-related data. These were data—for example
‘name, phone number, email address, gender, birthdate’
(Privacy policy, Canadian company)—collected when
individuals accessed the platform, submitted inquiries or
registered with the platform. Registration-related data,
according to participants, were placed in the personal
information category, but not the personal health infor-
mation category, by companies. Another category, that
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companies also placed in the personal information cate-
gory, was user data. These were data collected from indi-
viduals as they browsed the website or app. This category
included information such as:

Information about how, when and where you use our
website; the hardware and software you use to inter-
act with our website; your device identifier; your mo-
bile network information; the settings you use on our
website; your network location; your IP [internet pro-
tocol] address; and information about the webpages
you visited prior to coming to our website. (Privacy
policy, Canadian company)

A final category was deidentified personal informa-
tion, including deidentified personal health information.
Participants, and company privacy policies, explained
how companies would remove identifiers like name and
date of birth and modify other identifiers, like postal
code, to produce this type of data.

According to participants, the data categorised as
personal information (eg, registration-related data, user
data) and deidentified personal health information were
on the ‘business side’ (Alex). These data were a company
‘asset’ (Laurie, employee at a company with a virtual care
platform) that could be ‘monetised’” (Darcy). We describe
in detail how companies used these data in the sections
below.

Data that companies placed in the personal health infor-
mation category were treated differently. Some compa-
nies only used these data ‘for the primary purpose, which
is to provide that patient with a virtual exchange with their
physician’ (Kari, executive, consulting company). Others
used the information for commercial reasons but, when
working with third parties, shared analytics or deidenti-
fied patient information rather than identified patient
data. Finn (employee, company with a virtual care plat-
form) and Hao (executive, company with a virtual care
platform) provided examples of how the companies they
worked for used this information to adjust patient care
pathways with the goal of increasing uptake of a pharma-
ceutical product. In both cases, their companies provided
the pharmaceutical company with analytics rather than
patient data. (We expand on these processes below.)
More companies may be seeking to follow suit. Jamie,
an executive at a company with a virtual care platform,
described how their employer, a large corporation with
‘multiple industries’ and ‘multiple platforms’, was trying
to get ‘a view of the consumer’ and wondering: ‘Can we
use [personal health information]?” and ‘How do we use
[personal health information]?’.

Improving and expanding services

Participants described how companies used patient data
to improve and expand services. Qi, an employee at
a company with a virtual care platform, explained how
their company evaluated the increased volume of calls
during the pandemic to determine the nature of the
health concerns and ensure the platform could meet

patient needs. Similarly, Mani, an executive at a company
with a virtual care platform, explained how data were
used to detect areas with ‘consumer’ demand, such as
marriage counselling, but no (or insufficient) services.
Mani described using data this way as a win-win—compa-
nies made additional revenues while also ‘improving or
building new services’ for patients.

Promoting products and services

Many participants described how patient data were used
for ‘marketing and selling other services depending on
the profile of the patient’ (Kari), often through email
communications or advertising on the virtual care plat-
form. Laurie explained how the profiles were creat-
ed—If you are frequently looking up dermatology
terms on our app, we might offer additional services
around dermatology for you.” For large companies,
the profiles contained aggregated data from multiple
sources.

Your name, email address, and home address may be
shared within the [Company X] Family and matched
to your existing customer profile... This information
may be used to...Help usand the [Company X ] Family
provide better recommendations of [Company X]
products and services that may be of interest to you
and exclude those that are not relevant.

According to Pat, the services were often ones that an
individual ‘might normally pay out-of-pocket, like seeing a
psychotherapist.” Private pay services often have a higher
mark-up compared with publicly funded health services
and were described by Laurie as ‘sell-up conversions’—
purchases a patient makes beyond the initial service they
were seeking.

Some participants described how data were sometimes
used to market third-party products and services. Alex
described how these partnerships with third parties for
targeted advertising might work,

If an individual is coming through our service look-
ing for mental health resources, how do we lean them
into some of our partnerships with corporate coun-
selling services? So, that’s kind of where that data is
going to help [companies] build these partnerships.

Thus, companies with virtual care platforms were
looking for opportunities to match the services and prod-
ucts of their business partners to an appropriate patient.
Accordingly, the privacy policy for a Canadian company
stated ‘We generally process and may disclose your
Personal Information ... in order to enable our advertisers
to provide you with more personalised content and track
the effectiveness of certain advertising campaigns.’In
some cases, according to Okena (employee, subcon-
tracting company), companies engaged a ‘facilitator’
or ‘middle-man’ company (like the one Okena worked
for) to identify third parties who may want to advertise
through the platform.
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Adjusting patient care pathways

Some participants described how the companies they
worked for analysed data collected as a patient interacted
with a healthcare provider—and adjusted patient care
pathways—to increase uptake of products or services.
Finn described how their ‘data-driven’ platform was
paid by a pharmaceutical company to promote its drug.
Finn’s company used the virtual care platform to send
patients reminders, or to provide more information on
the pharmaceutical company’s drug, and then ran anal-
yses to determine which methods were most effective at
increasing patient uptake. Finn further explained how the
platform, at the behest of the pharmaceutical company,
would conduct ‘A/B testing’ by putting out a new version
of software to a percentage of patients to see if the new
version improved uptake of the drug, or other metrics
important to the pharmaceutical company, compared
with the old version. Patients were not informed the plat-
form was conducting these analyses.

Similarly, Hao described how their company sent
reminders through the virtual care platform to
patients, encouraging them to get a vaccine, as part
of a partnership with a pharmaceutical company.
These messages appeared to come from the ‘clinic’—
the virtual medical service. Hao explained that phar-
maceutical companies were interested in marketing
through the platforms because ‘Consumers just kind
of ignore stuff on [television] now. And pamphlets,
they might not read that when they’re at the clinic.
But when a clinic actively engages the patient about
the healthcare issues, it might work.” Thus, since
these recommendations and reminders were coming
from a trusted source, patients may be more likely
to respond to the promotional messages. According
to Hao, the platforms also offered pharmaceu-
tical companies a way to track the impact of their
marketing programmes—-‘did [the patient] view the
ad, assets and education material.” These metrics
were not available when companies used television
or pamphlets to promote products. According to
participants, the promoting products for third parties
through the platform could be done without sharing
identified patient data. Hao noted, ‘[The pharmaceu-
tical company] was pretty upfront about not receiving
patient sensitive data.” Rather the company wanted
‘anonymised data’ with ‘how many did this, how many
did that,” to determine the success of promoting the
vaccines through the platform.

Operating within industry norms

Participants described these data handling prac-
tices as expected, necessary or even appropriate
(according to some participants), indicating the
practices fell within industry norms. Companies took
steps to protect the privacy and security of data they
placed within personal health information category,
to align with societal expectations and protect their
reputations.

Appropriate and/or expected data handling practices

Participants generally felt these data uses were as to be
expected, or even appropriate, for companies in the
private sector. Laurie explained, ‘As a private company,
we need to make money, so we would be looking for
additional services to recommend to you.” Darcy agreed,
[Companies with a virtual care platform] can’t be faulted
for [using data for commercial purposes], that’s a busi-
ness and every business does it. So, I think that’s inter-
esting and not too terribly surprising.” Similarly, Alex
stated, ‘But I don’t think it should be a surprise to anyone
in healthcare or the corporate world that this is how these
entities function.” Alex explained that these companies
are doing what every other company that collects personal
information does—using the data to make money. These
views indicate that the companies with virtual care plat-
forms were following industry-accepted norms for data
handling practices.

Minimising reputational risks

Participants described how companies were concerned
about their reputations and sought to follow ‘best prac-
tices’ (Canadian Company, privacy policy) by prioritising
privacy. Mani described how companies viewed protecting
the privacy of patient data as ‘fundamental’ to their busi-
ness. According to Darcy, companies employed strict
privacy protections to ‘engender trust’ from patients;
data breaches could be devastating to a private sector
company. Laurie explained further, that ‘as a private
company, if we have our name connected to one of these
missteps, that’s the end for us. Individuals aren’t going
to trust our brand, we’re going to have a lot of blow-back
from it.” Similarly, Qi described how a ‘data breach’ could
be ‘really detrimental’ to their company. Thus, according
to participants in the industry, companies prioritised
privacy because of the risks a data breach presented to a
company’s reputation and survival.

‘Money off patients’ backs’

Even though participants saw the data handling prac-
tices as falling within industry norms, some also brought
forward concerns. They were worried that these data
handling practices came at patients’ expense. They
described how the practices could interfere with health-
care choices and put patient privacy at risk. Some also
described risks to groups or communities that shared
characteristics.

Implications for clinical decision-making and healthcare choices

Elliot described how the targeted advertising and ‘A/B
testing’ of patient care pathways to increase uptake of
pharmaceutical products could interfere in the patient
care journey, with implications for patient health. In
Elliot’s experience, these types of experiments had ‘the
ability to influence...the patient’s decision-making and
healthcare choices, perhaps more than ideal.” Finn
noted that platforms may not provide the ‘best recom-
mendations for your actual life in sort of a positive
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way’ but rather may be ‘totally abused’ for commercial
gain. Darcy stated, ‘I would like my care journey to be
governed by what’s the best care for me, not who paid
the most amount of money to get in front of me for my
attention.” Cam described the use of data to promote
products and services as companies making ‘money off
[patients’] backs.’

Giving up ‘a little bit of privacy’

Some participants also expressed concerns about how
companies handled patient data, in particular the data
companies excluded from the personal health infor-
mation category—registration-related information and
user information. Qi worried about patients giving up
‘a little bit of privacy’ to access virtual care services. QI
expressed that ‘I don’t think that that’s necessarily right.
I don’t think we should have to give up that, in order to
have access to [virtual care].” Darcy felt that registration-
related information should also be treated with the same
protections as the data categorised as personal health
information as the data were collected from a patient
seeking a health service. Darcy also expressed concerns
about the sharing of user information with analytics
companies because ‘it’s not going to be a stretch to figure
out that I have X, Y, Z health conditions’. Finn explained
how even though companies viewed the user data as low
risk, analytics companies, such as Google Analytics and
Facebook, were able to use identifiers, like IP addresses
in shared data, to link the shared information to a unique
profile in their database. The analytics companies then
resell the information they acquire ‘in the form of ads to
other people’ (Finn).

Participants had a range of views on risks associated
with de-identified data. Some felt de-identification ‘virtu-
ally eliminated’ privacy risks (Bala, employee, consulting
company). Others explained how deidentified data
could lead to privacy loss as the deidentification process
was ‘subjective’ (Elliot) and ‘some people are pretty flex-
ible with it’ (Finn). Further, if companies ‘combine and
share’ datasets, the extra information also increases the
risk of reidentification (Gabe). Elliot also noted, that
even without reidentification, deidentified data could
cause harm by increasing stigma against certain commu-
nities. Elliot provided the example of how analysts could
use the data to promote the idea that ‘everyone from X
group has X disease, because they don’t exercise and it’s
their fault.” Elliot called for community oversight and
patient participation in research to avoid problematic
uses of data.

Enablers of access to patient data

Participants and documents provided insights into why
patients may consent to these data handling practices.
These included confusing and vague privacy policies;
difficulty opting out of data uses; a lack of other options
for care; and high levels of trust in the Canadian health-
care system.

Problematic consent processes: legalese and difficulty opting
out

Participants described how patients may not under-
stand how their data were being used. Qi explained how
‘legalese’—language for someone who has a legal back-
ground but incomprehensible to others—and vague
descriptions of data flows and uses in privacy policies
presented barriers to a clear understanding of data
uses. These vague descriptions, according to Alex, were
the result of complicated data flows between entities
designed to maximise data uses. Participants also pointed
to patients’ state of mind—focused on an urgent medical
concern—as a barrier to understanding how data were
used. Gabe, an employee at a consulting company noted,

At the point of care or point of contact, most individ-
uals are worried about their rash or their cough or
their daughter’s sickness and they’re not really think-
ing about what happens with that information over
the long term, how it’s leveraged and what it could
be used for.

Participants also described how consent processes made
it difficult for patients to opt-out of commercial data uses
(eg, using data to promote other products and services).
Elliot explained,

I think part of the problem is, ...you don’t have a
choice, you still have to access that service. So, it’s
kind of the fact that, you are supporting this other
[commercial use] that you may or may not agree
with, simply through accessing a healthcare service.

Privacy policies aligned. Most instructed patients on
how to opt-out of receiving marketing messages, but did
not give patients the ability to opt-out of other commer-
cial uses of data, such as the development of new prod-
ucts and services and the creation of targeted advertising.
To avoid most of these uses of their data, a patient’s only
option may be to ‘stop using the websites’ (Privacy policy,
Canadian company). Thus, to access health services,
patients have little say in how their data are used.

Lack of other options

Patients’ may also agree to data sharing practices because
they have a lack of other options for care. In participants’
views, health systems in Canada had significant ‘chal-
lenges’ (Mani, executive, company with a virtual care
platform). They characterised the system as lacking rapid
and convenient access to primary care providers, particu-
larly during the pandemic. Participants felt that concerns
about access to care had been downplayed by those in
power, such as physicians, who were instead focused
on ensuring continuity of care. Elliot, an academic
researcher, explained: ‘patients care about [access and
convenience]. And we can’t just keep saying to them,
‘Oh, you know, continuity wins above all, even if you have
to wait to see the person for threedays’.” In Reid’s view
(an employee at a consulting company), the provincial
health systems ‘just didn’t have the resources, or time,
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or motivation before the pandemic to build [virtual
care platforms]...and when they had the motivation
[during the pandemic], they didn’t have the resources.’
According to Laurie, an employee at a company with a
virtual care platform, the healthcare software produced
by provincial and federal governments had been ‘slow
to the market,” ‘unstable’ and ‘a bit risky.” Further, Reid
explained, primary care physicians or hospitals were not
going to create virtual care platforms on their own, as
they lacked resources and were parts of a ‘very disparate,
disjointed’ system with constant ‘pressure to reduce costs
[and] improve clinical experiences.’

(Misplaced) trust

Further, some participants felt that patients might not
even be aware of these commercial uses of their data.
Participants described how patients might trust that
‘security and privacy are taking place’ because they are
accessing a health service in Canada (Darcy). Similarly,
Reid explained how trust in the Canadian healthcare
services and systems may lead patients to ‘assume privacy
and security are taking place’ when using a commercial
virtual care platform. According to Alex, ‘when [patients]
hear virtual care and they hear licensed physician in
Ontario or licensed physician in your region’ they assume
their data are being protected.

DISCUSSION

Participants described how the Canadian virtual care
industry used patient data—in particular, data collected
as patients accessed virtual care platforms and registered
for services—to generate revenue through marketing
of other products and services and through data-driven
partnerships. In some cases, virtual care companies
were funded by pharmaceutical companies to analyse
data collected when patients interacted with a health-
care provider and adjust care pathways with the goal
of increasing uptake of a drug or vaccine. Participants
generally described these data practices as within industry
norms—appropriate and/or expected for compa-
nies operating virtual care platforms. Some expressed
concern about patient privacy and the impact of data uses
on structurally marginalised communities. Others were
worried that data practices gave industry, in particular the
pharmaceutical industry, increased influence over patient
care. Participants described how patients may have
readily shared their data because of their trust in Cana-
da’s health systems and because consent processes also
made it difficult, or impossible, for patients to opt-out of
many commercial uses of their data. Further, patients may
have felt they had little option but to use these services;
participants described gaps in access to primary care laid
bare during the COVID-19 pandemic.

Our analysis highlights potential issues with commercial
virtual care platforms’ data practices due to their provision
of healthcare services and collection of health or health-
adjacent data. Patients are in a vulnerable position when

93-95 . .. .
they seek care,” ™" and, according to participants in our

study, view the platform as a trusted entity since it provides
a health service within a health system that has high levels
of trust. Within this context, people may be more suscep-
tible to marketing messaging and less able to act in their
own selfinterest free from undue influence.”** " Our
finding that some companies are promoting pharmaceu-
tical products through virtual care platforms by adjusting
patient care pathways is worrisome as it permits industry
to directly influence clinical care.” Adjusting patient care
pathways and evaluating the impact on quality of care has
the potential to improve health outcomes.”™'"* However,
studies show that pharmaceutical industry influence over
medical care prioritises a company’s commercial objec-
tives rather than quality patient care and has caused
substantial patient harm,*® 1037106

The data practices may also contribute to widespread
sharing of sensitive health information. According to
participants, companies often shared registration-related
information (eg, names, emails) and deidentified infor-
mation with corporation subsidiaries and, in some cases,
third parties, including advertisers. Many companies
also shared user data (eg, IP addresses, device iden-
tifiers) with advertising and analytics companies, like
Facebook. Although each individual piece of data may
not provide much information, advertisers and data
analytics companies amalgamate data from a broad
range of sources and create comprehensive profiles of
an individual.” ** For example, a patient’s registration
information from a virtual care platform that provides
mental health services, combined with their browsing
history and social media accounts, can provide insights
into an individual’s mental health status. In 2010, Aviva,
an insurance company, purchased consumer data from
a data broker and reported that the digital traces accu-
rately predicted health risks."” Meta, Google and other
data brokers have reported similar findings.*” * The
information in these profiles, therefore, may affect an
individual’s ability to access health insurance and employ-
ment opportunities.”” * These data sharing practices in
our study do not appear to be unique to Canada. A recent
American investigation found that almost all telehealth
websites used trackers and shared user information (eg,
browsing history, IP address) with advertising platforms.
Many sites also shared names, emails and addresses with
these platforms and some shared answers to medical
questionnaires.'"”

As noted by participants, even if data are deidenti-
fied, they can still cause collective harm to groups that
share certain characteristics.” ** #7198 199 o example,
data on Indigenous Peoples are often used in ways that
increase stigma by focusing on items ‘related to Indige-
nous difference, disparity, disadvantage, dysfunction and
deprivation’'"” while removing findings from their social
context of dispossession, colonialism and structural anti-
Indigenous racism.* ' If companies using these data may
incorporate these problematic inferences into algorithms
without considering the social context, they can cause
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harm. A US study found that a widely used algorithm,
produced by a health technology company, discriminated
against black patients. The algorithm distributed health
resources based on risks scores, but at any given risk score
black patients were far sicker than white patients.'"’ The
algorithm relied on past use of resources to predict future
need and, since black patients generated lower health
costs, likely because of barriers to care such as systemic
discrimination and lower incomes, they were allocated
fewer health resources.

Our study provides insight into why patients may agree
to these uses of their data when accessing a virtual care
platform in Canada. In alignment with other research,*’
our study demonstrates that consent processes often do
not provide individuals with ‘meaningful control over
their data’.'" Processes were complicated and made it
difficult, or impossible, for patients to opt out of many
commercial uses—uses unnecessary for clinical care—of
their data. Further, as noted by participants, high levels
of trust in the Canadian health system and healthcare
providers'”'"® may have meant that patients did not care-
fully examine platforms’ privacy policies. Our research
also raises the ethical question of whether itis appropriate
to require patients to agree to these data uses to access a
(often publicly funded) healthcare service. Further, the
risks of commercial virtual care fall disproportionately on
the 4.6 million Canadians (about 12% of the population)
who do not have a primary care provider,"'*""® and who
may feel they have no choice but to use these commercial
services.

To our knowledge, this is one of the first studies to
examine how direct-to-consumer virtual care companies
collect, use and value patient data.'”” We provide a rich
analysis of a complex situation, grounded in evidence
from a variety of perspectives and triangulated with
company documents and situated in time and location.'"
We were limited, however, to publicly available docu-
ments and thus, have likely captured a small portion of
company documents describing the commercial virtual
care industry. As we primarily recruited individuals
through LinkedIn we may have missed perspectives from
individuals in the virtual care industry who do not use the
service.'” Additionally, we did not interview individuals
affiliated with the third-party advertisers, an area that may
have provided additional insights. Further, as the study
focuses on Canada, and differing political, legal and
social contexts may affect the applicability of our findings
elsewhere.'”!

Our research provides insight, as well as a starting
point, for researchers seeking to explore the data prac-
tices of the commercial virtual care industry in Canada
and abroad. Researchers should seek to understand
the impact of targeted marketing through healthcare
platforms on privacy and patient care.'” Researchers
should also explore how enhanced legal and regulatory
frameworks—including Indigenous Data Sovereignty
frameworks” ** ' —could better protect patient privacy
and reduce stigma and discrimination. For example,

researchers could evaluate frameworks that incorporate
all or some of the following approaches: (1) treat all
data gathered in the context of a healthcare service as
personal health information; (2) require explicit opt-in
consent for any non-essential uses of health-related data;
(3) enhance privacy protections for deidentified data; (4)
prohibit healthcare services from sharing data with enti-
ties that conduct data-matching (eg, Google, Meta and
other data brokers) and (5) provide Indigenous commu-
nities with control over their data. Our analysis, therefore,
will likely be of interest to patients and may assist with
advocacy efforts to provide increased data protections.'*
It will also be of interest to governments as they evaluate
models of virtual care and update privacy legislation. Our
research may also prompt medical regulatory bodies and
governments to create mechanisms to prevent commer-
cial interests from interfering with clinical care path-
ways.” ' Given that companies’ data handling practices
appear to fall within industry accepted norms in Canada,
self-regulation is unlikely to lead to change.

CONCLUSIONS

Patients, healthcare providers and policy-makers should
be aware that the direct-to-consumer virtual care industry
appears to view patient data as a revenue stream, which
has implications for patient privacy, autonomy and quality
of care. Researchers and policy-makers should explore
how commercial interests may shape care pathways and
to what effect. Policy-makers should consider how other
models of virtual care, as well as enhanced privacy legis-
lation and regulation, can address these concerns. As
the data handling practices appear to fall within industry
accepted norms for the private sector in Canada, alter-
natives to self-regulation as a means to address concerns
should be explored.

Author affiliations

"Women's College Research Institute, Women's College Hospital, Toronto, Ontario,
Canada

2Department of Family and Community Medicine, University of Toronto Temerty
Faculty of Medicine, Toronto, Ontario, Canada

SFaculty of Social Sciences, McMaster University, Toronto, Ontario, Canada
“Women's College Hospital, Toronto, Ontario, Canada

SDepartment of Biomedical and Molecular Sciences, Queen's University, Kingston,
Ontario, Canada

SFaculty of Nursing, University of Toronto, Toronto, Ontario, Canada

Twitter Sheryl Spithoff @sheryl_spithoff, Brenda McPhail @BJMcP, Robyn K Rowe
@RobynKRowe and Quinn Grundy @QuinnGrundy

Acknowledgements The authors thank Matthew Herder for his input into study
design and the preliminary analysis and thank Women’s College Hospital Peer
Support Writing Group for reviewing a draft of this manuscript and providing
feedback.

Contributors SS, BM, RKR and QG conceived of and designed the study. LV and
LM made substantial contributions to the acquisition of data and data analysis.
SS wrote the initial draft and all other authors critically revised the manuscript.
SS is responsible for the overall content of the study and is the study guarantor.
All authors give final approval for the version to be published and agree to be
accountable for all aspects of the work. The authors thank MH for his input into
study design and the preliminary analysis and thank Women’s College Hospital

Spithoff S, et al. BMJ Open 2024;14:2074019. doi:10.1136/bmjopen-2023-074019

"yBuAdoa Aq parosioid 1sanb Aq £20zZ ‘8z IMdy uo ywoo fwg uadolway/:dny wouy papeojumoq 20z Arenigad 8 Uo 6TOY.0-£20z-uadolwag/9eTT 0T Se paysiignd 1si1y :uado rINg


https://twitter.com/sheryl_spithoff
https://twitter.com/BJMcP
https://twitter.com/RobynKRowe
https://twitter.com/QuinnGrundy
http://bmjopen.bmj.com/

Peer Support Writing Group for reviewing a draft of this manuscript and providing
feedback.

Funding This project has been funded by the Office of the Privacy Commissioner of
Canada (OPC); Sheryl Spithoff has a Clinician Scientist Award from the Department
of Family and Community Medicine at the University of Toronto. RKR is the recipient
of the Queen’s Research Opportunities Funds—Post-doctoral Fellowship Fund.

Disclaimer The views expressed herein are those of the authors and do not
necessarily reflect those of the OPC.

Competing interests The authors do not have financial conflicts of interest with
relevant non-profit or for-profit entities to report. SS is an unpaid member of a
Scientific Advisory Committee for a non-profit research network and data repository
affiliated with her academic institution.

Patient and public involvement Patients and/or the public were involved in the
design, or conduct, or reporting, or dissemination plans of this research. Refer to
the Methods section for further details.

Patient consent for publication Not applicable.

Ethics approval We received ethics approval from Women’s College Hospital
Research Ethics Board (2021-0087-E). Participants gave informed consent before
taking part in interviews.

Provenance and peer review Not commissioned; externally peer reviewed.

Data availability statement Data are available on reasonable request. The study
interview guide is available as online supplemental file. Other data are available
on reasonable request. Interview transcripts are not available to protect participant
privacy.

Supplemental material This content has been supplied by the author(s). It has
not been vetted by BMJ Publishing Group Limited (BMJ) and may not have been
peer-reviewed. Any opinions or recommendations discussed are solely those

of the author(s) and are not endorsed by BMJ. BMJ disclaims all liability and
responsibility arising from any reliance placed on the content. Where the content
includes any translated material, BMJ does not warrant the accuracy and reliability
of the translations (including but not limited to local regulations, clinical guidelines,
terminology, drug names and drug dosages), and is not responsible for any error
and/or omissions arising from translation and adaptation or otherwise.

Open access This is an open access article distributed in accordance with the
Creative Commons Attribution Non Commercial (CC BY-NC 4.0) license, which
permits others to distribute, remix, adapt, build upon this work non-commercially,
and license their derivative works on different terms, provided the original work is
properly cited, appropriate credit is given, any changes made indicated, and the use
is non-commercial. See: http://creativecommons.org/licenses/by-nc/4.0/.

ORCID iDs
Sheryl Spithoff http://orcid.org/0000-0001-6965-473X
Quinn Grundy http://orcid.org/0000-0002-7640-8614

REFERENCES

1 Matthewman S, Spencer S, Lavergne MR, et al. An environmental
scan of virtual ‘walk-in clinics in Canada: comparative study. J Med
Internet Res 2021;23:e27259.

2 Telehealth: A quarter trillion dollar post-COVID-19 reality? |
McKinsey. 2022 Available: https://www.mckinsey.com/industries/
healthcare/our-insights/telehealth-a-quarter-trillion-dollar-post-
covid-19-reality

3 Jain T, Mehrotra A. Comparison of direct-to-consumer telemedicine
visits with primary care visits. JAMA Netw Open 2020;3:62028392.

4 U.S. Direct to consumer Telehealth services market report. 2025.
Available: https://www.grandviewresearch.com/industry-analysis/
us-direct-consumer-telehealth-services-market-analysis

5 Krouse S. Teladoc’s Remote Doctor Visits Surge in Coronavirus
Crisis. Wall Street Journal Available: https://www.wsj.com/
articles/teladocs-remote-doctor-visits-surge-in-coronavirus-crisis-
11586894400

6 Morvan C, Glesen L, Bizouerne G, et al. Sector report: European
Telemedicine [Internet]. Drake Star Partners; 2021. Available:
https://www.awadcapital.com/wp-content/uploads/2021/12/21_04_
15_Telemedicine_Report-Final-2.pdf

7 Sector report: European Telemedicine [Internet]. Drake Star
Partners; 2022. Available: https://www.drakestar.com/research/
european-telemedicine-industry-update-h1-2022

8 Wosik J, Fudim M, Cameron B, et al. Telehealth transformation:
COVID-19 and the rise of virtual care. J Am Med Inform Assoc
2020;27:957-62.

9 Salisbury C, Quigley A, Hex N, et al. Private video consultation
services and the future of primary care. J Med Internet Res
2020;22:e19415.

10 Watson J, Salisbury C, Atherton H, et al. Proliferation of private
online healthcare companies. BMJ 2016;352:i1076.

11 What is Telehealth? How is Telehealth different from Telemedicine?
| Healthit.Gov. 2023 Available: https://www.healthit.gov/fag/what-
telehealth-how-telehealth-different-telemedicine

12 Uscher-Pines L, Mulcahy A, Cowling D, et al. Access and quality
of care in direct-to-consumer telemedicine. Telemed J E Health
2016;22:282-7.

13 Goldstein MM, Bowers DG. The patient as consumer:
empowerment or commodification? Currents in contemporary
bioethics. J Law Med Ethics 2015;43:162-5.

14 Gusmano MK, Maschke KJ, Solomon MZ. Patient-centered
care, yes; patients as consumers, no. Health Aff (Millwood)
2019;38:368-73.

15 Bollmeier SG, Stevenson E, Finnegan P, et al. Direct to
consumer telemedicine: is healthcare from home best? Mo Med
2020;117:303-9.

16 Martinez KA, Rood M, Jhangiani N, et al. Patterns of use
and correlates of patient satisfaction with a large nationwide
direct to consumer telemedicine service. J GEN INTERN MED
2018;33:1768-73.

17 Mehrotra A, Uscher-Pines L, Lee MS. The dawn of direct-
to-consumer Telehealth. In: Rheuban KS, Krupinski EA, eds.
Understanding Telehealth. New York, NY: McGraw-Hill Education,
2022: 1AD. Available: accessmedicine.mhmedical.com/content.
aspx?aid=1153060838

18 Hardcastle L, Ogbogu U. Virtual care: enhancing access or harming
care? Healthc Manage Forum 2020;33:288-92.

19 Lapointe-Shaw L, Salahub C, Bhatia RS, et al. Characteristics and
healthcare use of patients attending virtual walk-in clinics: a cross-
sectional analysis [Internet]. medRxiv; 2022. Available: https://www.
medrxiv.org/content/10.1101/2022.02.28.22271640v1

20 Virtual care in Canada: snapshots of innovative virtual care
[Internet]. Digital Health Canada; 2019. Available: https://
divisionsbc.ca/sites/default/files/Divisions/Kootenay %20Boundary/
Misc%20-%20events-imags/Digital%20Health%20Canada%
20Virtual%20Care%20in%20Canada%20vFinal%20DEC2-2019%
5B1%5D.pdf

21 Peters L, Greenfield G, Majeed A, et al. The impact of private online
video consulting in primary care. J R Soc Med 2018;111:162-6.

22 Thiyagarajan A, Grant C, Griffiths F, et al. Exploring patients’ and
clinicians’ experiences of video consultations in primary care: a
systematic scoping review. BJGP Open 2020;4.

23 Parsons J, Rahman S, Bryce C, et al. Use of a pharmacy-based
GP video consultation service: a mixed methods study. Fam Pract
2023;40:241-7.

24 Grey C, Mason J, Loshak H. An overview of direct-to-patient virtual
visits in canada: CADTH horizon scan[Internet]. CADTH 2021.
Available: https://www.cadth.ca/sites/default/files/hs-eh/EH0091%
20Virtual%20Visits %20Final.pdf

25 KobayashiM, The Japan Times. Telemedicine via Smartphone
Apps gaining in popularity in Japan. 2018. Available: https://
www.japantimes.co.jp/news/2018/09/18/national/science-health/
telemedicine-via-smartphone-apps-gaining-popularity-japan/

26 lacobucci G. Push Doctor’s online GP service has improved
prescribing safety after previous concerns, says CQC. BMJ 2019.

27 Behar JA, Liu C, Kotzen K, et al. Remote health diagnosis and
monitoring in the time of COVID-19. Physiol Meas 2020;41.

28 Canadian attitudes on Healthcare and Telemedicine:annual
report. Dialogue; 2021. Available: https://pages.dialogue.co/en/
report-canadian-attitudes-healthcare-telemedicine-download/?
hsCtaTracking=180a0b87-efa1-4899-8ae7-d82a9d702dd4 %
7C6d4591d4-a138-4b5f-919c-e05e48491c7f

29 Virtual Healthcare in Canada: the solution at our fingertips. TELUS
Health; 2019. Available: https://f.hubspotusercontent40.net/hubfs/
2346897/Virtual%20Care %20Industry%20Report_2020_EN.pdf

30 Dialogue. Canadian attitudes on Healthcare and Telemedicine.
2021. Available: https://www.dialogue.co/canadian-attitudes-on-
healthcare-and-telemedicine

31 Almathami HKY, Win KT, Vlahu-Gjorgievska E. Barriers and
Facilitators that influence telemedicine-based, real-time, online
consultation at patients’ homes: systematic literature review. J Med
Internet Res 2020;22:e16407.

32 Analysis of the current and potential benefits of virtual care in
Canada emphasis on potential for carbon emission savings

10

Spithoff S, et al. BMJ Open 2024;14:¢074019. doi:10.1136/bmjopen-2023-074019

"yBuAdoa Aq parosioid 1sanb Aq £20zZ ‘8z IMdy uo ywoo fwg uadolway/:dny wouy papeojumoq 20z Arenigad 8 Uo 6TOY.0-£20z-uadolwag/9eTT 0T Se paysiignd 1si1y :uado rINg


http://creativecommons.org/licenses/by-nc/4.0/
http://orcid.org/0000-0001-6965-473X
http://orcid.org/0000-0002-7640-8614
http://dx.doi.org/10.2196/27259
http://dx.doi.org/10.2196/27259
https://www.mckinsey.com/industries/healthcare/our-insights/telehealth-a-quarter-trillion-dollar-post-covid-19-reality
https://www.mckinsey.com/industries/healthcare/our-insights/telehealth-a-quarter-trillion-dollar-post-covid-19-reality
https://www.mckinsey.com/industries/healthcare/our-insights/telehealth-a-quarter-trillion-dollar-post-covid-19-reality
http://dx.doi.org/10.1001/jamanetworkopen.2020.28392
https://www.grandviewresearch.com/industry-analysis/us-direct-consumer-telehealth-services-market-analysis
https://www.grandviewresearch.com/industry-analysis/us-direct-consumer-telehealth-services-market-analysis
https://www.wsj.com/articles/teladocs-remote-doctor-visits-surge-in-coronavirus-crisis-11586894400
https://www.wsj.com/articles/teladocs-remote-doctor-visits-surge-in-coronavirus-crisis-11586894400
https://www.wsj.com/articles/teladocs-remote-doctor-visits-surge-in-coronavirus-crisis-11586894400
https://www.awadcapital.com/wp-content/uploads/2021/12/21_04_15_Telemedicine_Report-Final-2.pdf
https://www.awadcapital.com/wp-content/uploads/2021/12/21_04_15_Telemedicine_Report-Final-2.pdf
https://www.drakestar.com/research/european-telemedicine-industry-update-h1-2022
https://www.drakestar.com/research/european-telemedicine-industry-update-h1-2022
http://dx.doi.org/10.1093/jamia/ocaa067
http://dx.doi.org/10.2196/19415
http://dx.doi.org/10.1136/bmj.i1076
https://www.healthit.gov/faq/what-telehealth-how-telehealth-different-telemedicine
https://www.healthit.gov/faq/what-telehealth-how-telehealth-different-telemedicine
http://dx.doi.org/10.1089/tmj.2015.0079
http://dx.doi.org/10.1111/jlme.12203
http://dx.doi.org/10.1377/hlthaff.2018.05019
http://dx.doi.org/32848261
http://dx.doi.org/10.1007/s11606-018-4621-5
accessmedicine.mhmedical.com/content.aspx?aid=1153060838
accessmedicine.mhmedical.com/content.aspx?aid=1153060838
http://dx.doi.org/10.1177/0840470420938818
https://www.medrxiv.org/content/10.1101/2022.02.28.22271640v1
https://www.medrxiv.org/content/10.1101/2022.02.28.22271640v1
https://divisionsbc.ca/sites/default/files/Divisions/Kootenay%20Boundary/Misc%20-%20events-imags/Digital%20Health%20Canada%20Virtual%20Care%20in%20Canada%20vFinal%20DEC2-2019%5B1%5D.pdf
https://divisionsbc.ca/sites/default/files/Divisions/Kootenay%20Boundary/Misc%20-%20events-imags/Digital%20Health%20Canada%20Virtual%20Care%20in%20Canada%20vFinal%20DEC2-2019%5B1%5D.pdf
https://divisionsbc.ca/sites/default/files/Divisions/Kootenay%20Boundary/Misc%20-%20events-imags/Digital%20Health%20Canada%20Virtual%20Care%20in%20Canada%20vFinal%20DEC2-2019%5B1%5D.pdf
https://divisionsbc.ca/sites/default/files/Divisions/Kootenay%20Boundary/Misc%20-%20events-imags/Digital%20Health%20Canada%20Virtual%20Care%20in%20Canada%20vFinal%20DEC2-2019%5B1%5D.pdf
https://divisionsbc.ca/sites/default/files/Divisions/Kootenay%20Boundary/Misc%20-%20events-imags/Digital%20Health%20Canada%20Virtual%20Care%20in%20Canada%20vFinal%20DEC2-2019%5B1%5D.pdf
http://dx.doi.org/10.1177/0141076818761383
http://dx.doi.org/10.3399/bjgpopen20X101020
http://dx.doi.org/10.1093/fampra/cmac101
https://www.cadth.ca/sites/default/files/hs-eh/EH0091%20Virtual%20Visits%20Final.pdf
https://www.cadth.ca/sites/default/files/hs-eh/EH0091%20Virtual%20Visits%20Final.pdf
https://www.japantimes.co.jp/news/2018/09/18/national/science-health/telemedicine-via-smartphone-apps-gaining-popularity-japan/
https://www.japantimes.co.jp/news/2018/09/18/national/science-health/telemedicine-via-smartphone-apps-gaining-popularity-japan/
https://www.japantimes.co.jp/news/2018/09/18/national/science-health/telemedicine-via-smartphone-apps-gaining-popularity-japan/
http://dx.doi.org/10.1136/bmj.l4422
http://dx.doi.org/10.1088/1361-6579/abba0a
https://pages.dialogue.co/en/report-canadian-attitudes-healthcare-telemedicine-download/?hsCtaTracking=180a0b87-efa1-4899-8ae7-d82a9d702dd4%7C6d4591d4-a138-4b5f-919c-e05e48491c7f
https://pages.dialogue.co/en/report-canadian-attitudes-healthcare-telemedicine-download/?hsCtaTracking=180a0b87-efa1-4899-8ae7-d82a9d702dd4%7C6d4591d4-a138-4b5f-919c-e05e48491c7f
https://pages.dialogue.co/en/report-canadian-attitudes-healthcare-telemedicine-download/?hsCtaTracking=180a0b87-efa1-4899-8ae7-d82a9d702dd4%7C6d4591d4-a138-4b5f-919c-e05e48491c7f
https://pages.dialogue.co/en/report-canadian-attitudes-healthcare-telemedicine-download/?hsCtaTracking=180a0b87-efa1-4899-8ae7-d82a9d702dd4%7C6d4591d4-a138-4b5f-919c-e05e48491c7f
https://f.hubspotusercontent40.net/hubfs/2346897/Virtual%20Care%20Industry%20Report_2020_EN.pdf
https://f.hubspotusercontent40.net/hubfs/2346897/Virtual%20Care%20Industry%20Report_2020_EN.pdf
https://www.dialogue.co/canadian-attitudes-on-healthcare-and-telemedicine
https://www.dialogue.co/canadian-attitudes-on-healthcare-and-telemedicine
http://dx.doi.org/10.2196/16407
http://dx.doi.org/10.2196/16407
http://bmjopen.bmj.com/

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

[Internet]. Canada Health Infoway; 2020. Available: https://www.
infoway-inforoute.ca/en/component/edocman/3819-analysis-of-
the-current-and-potential-benefits-of-virtual-care-in-canada/view-
document?ltemid=101

Haggerty JL, Reid RJ, Freeman GK, et al. Continuity of care: a
multidisciplinary review. BMJ 2003;327:1219-21.

Resneck JS, Abrouk M, Steuer M, et al. Choice, transparency,
coordination, and quality among direct-to-consumer telemedicine
websites and apps treating skin disease. JAMA Dermatol
2016;152:768-75.

Li LX, Szymczak JE, Keller SC. Antibiotic stewardship in direct-to-
consumer telemedicine: translating interventions into the virtual
realm. J Antimicrob Chemother 2021;77:13-5.

Li KY, Zhu Z, Ng S, et al. Direct-to-consumer telemedicine visits
for acute respiratory infections linked to more downstream visits.
Health Aff (Millwood) 2021;40:596-602.

Davis CB, Marzec LN, Blea Z, et al. Antibiotic prescribing patterns
for sinusitis within a direct-to-consumer virtual urgent care. Telemed
J E Health 2019;25:519-22.

Schoenfeld AJ, Davies JM, Marafino BJ, et al. Variation in quality of
urgent health care provided during commercial virtual visits. JAMA
Intern Med 2016;176:635-42.

Shi Z, Mehrotra A, Gidengil CA, et al. Quality of care for acute
respiratory infections during direct-to-consumer telemedicine visits
for adults. Health Aff (Millwood) 2018;37:2014-23.

Ray KN, Shi Z, Gidengil CA, et al. Antibiotic prescribing during
pediatric direct-to-consumer telemedicine visits. Pediatrics
2019;143:€20182491.

Spithoff S, Kiran T. Opinion: the dark side of Canada’s shift to
corporate-driven health care. The globe and mail. 2021 Available:
https://www.theglobeandmail.com/opinion/article-the-dark-side-of-
canadas-shift-to-corporate-driven-health-care/

CFPC. Buying access will cost you: the unintended consequences
of for-profit virtual care [Internet]. College of Family Physicians

of Canada; 2022. Available: https://www.cfpc.ca/CFPC/media/
Resources/Health-Policy/Corporatization-of-Care.pdf

Millenson M. It’s time to open up health care’s secret Analytics.
2021 Available: https://www.statnews.com/2021/12/06/its-time-to-
open-up-health-cares-secret-analytics/

Cyphers B. Electronic Frontier Foundation. Google says it doesn’t
‘sell’ your data. Here’s how the company shares, Monetizes, and
exploits it. 2020. Available: https://www.eff.org/deeplinks/2020/03/
google-says-it-doesnt-sell-your-data-heres-how-company-shares-
monetizes-and

Marks M. Emergent medical data: health information inferred

by artificial intelligence [Internet]. Rochester, NY: Social Science
Research Network; 2020. Available: https://papers.ssrn.com/
abstract=3554118

Magazine MMS. Everyone is asking the wrong question about
Google’s new health care project. 2019. Available: https://slate.
com/technology/2019/11/google-ascension-project-nightingale-
emergent-medical-data.html

Christl W. A report on corporate surveillance, Digital tracking,

big data & privacy [Internet]. Facultas; 2016. Available: http://
crackedlabs.org/en/networksofcontrol

PIAC. Consumers anonymous? the privacy risks of de-identified
and aggregated consumer data - research projects - contributions
program 2010-2011 [Internet]. 2011. Available: https://www.priv.
gc.ca/en/opc-actions-and-decisions/research/funding-for-privacy-
research-and-knowledge-translation/completed-contributions-
program-projects/2010-2011/p_201011_09/

Spithoff SM. Medical-record software companies are selling your
health data. Toronto Star. 2019 Available: https://www.thestar.
com/news/investigations/2019/02/20/medical-record-software-
companies-are-selling-your-health-data.html

Tanner A. Our Bodies, Our Data: How Companies Make Billions
Selling Our Medical Records. 1 edition. Boston: Beacon Press,
2017.

Lyngaas S. CNN. Mental health startup exposes the personal

data of more than 3 million people | CNN politics. 2023. Available:
https://www.cnn.com/2023/03/10/politics/cerebral-mental-health-
privacy-data-exposure/index.html

Friedman AB, Merchant RM, Maley A, et al. Widespread third-party
tracking on hospital websites poses privacy risks for patients and
legal liability for hospitals. Health Aff (Millwood) 2023;42:508-15.
O’Neil C. Weapons of Math Destruction: How Big Data Increases
Inequality and Threatens Democracy. 1st edition. New York: Crown,
2016.

Regan PM, Jesse J. Ethical challenges of edtech, big data and
personalized learning: twenty-first century student sorting and
tracking. Ethics Inf Technol 2019;21:167-79.

55

56

57

58

59

60

61

62

63
64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

Benjamin R. Race After Technology: Abolitionist Tools for the New
Jim Code. 1st edition. Medford, MA: Polity, 2019.

Clarke AE, Mamo L, Fosket JR, et al, eds. Biomedicalization:
Technoscience, health, and illness in the U.S. Durham, NC: Duke
University Press Books, 2010.

Benjamin R. Assessing risk, automating racism. Science
2019;366:421-2.

Dryden O, Nnorom O. Time to dismantle systemic anti-black racism
in medicine in Canada. CMAJ 2021;193:E55-7.

Amster EJ. The past, present and future of race and colonialism in
medicine. CMAJ 2022;194:E708-10.

Mant M, Abonyi S, Hackett P. Colonial tuberculosis legacies and the
dynevor Indian Hospital (1908-1934). CMAJ 2023;195:E278-80.
Clarke AE, Friese C, Washburn R. Situational Analysis: Grounded
Theory After the Interpretive Turn. 2 edition. Los Angeles

London New Delhi Singapore Washington DC Melbourne: Sage
Publications, 2017.

O’Brien BC, Harris 1B, Beckman TJ, et al. Standards for reporting
qualitative research: a synthesis of recommendations. Acad Med
2014;89:1245-51.

Bryant T. Health policy in Canada; 2016. Canadian scholars

Martin D, Miller AP, Quesnel-Vallée A, et al. Canada’s

universal health-care system: achieving its potential. Lancet
2018;391:1718-35.

Hutchison B, Levesque J-F, Strumpf E, et al. Primary health care in
Canada: systems in motion. Milbank Q 2011;89:256-88.

Chang F, Gupta N. Progress in electronic medical record adoption in
Canada. Can Fam Physician 2015;61:1076-84.

Canadian Partnership Against Cancer. Virtual care in Canada:
environmental scan. 2019. Available: https://www.partnershipagain
stcancer.ca/topics/virtual-care-canada/

CMA. Virtual care in Canada. 2019 Available: https://www.cma.ca/
sites/default/files/pdf/News/Virtual_Care_discussionpaper_v2EN.
pdf

CMA, CFPC, RCPSC. Virtual care: recommendations for Scaling
up virtual medical services. report of the virtual care task force
[Internet]. 2020. Available: https://www.cma.ca/sites/default/files/
pdf/virtual-care/ReportoftheVirtualCareTaskForce.pdf

OHIP LTC, Government of Ontario M of H and LTC. Bulletins —
health care professionals - MOHLTC. Government of Ontario,
Ministry of Health and Long-Term Care; 2022. Available: https://
www.health.gov.on.ca/en/pro/programs/ohip/bulletins/4000/
bul4745.aspx

Virtual care in Canada: progress and potential [Internet]. Canadian
Medical Association (CMA); 2022. Available: https://policybase.
cma.ca/media/PolicyPDF/PD22-05.pdf

Canadian Nurses Protective Society. Ask a lawyer: nurse
practitioner billing. 2023. Available: https://cnps.ca/article/nurse-
practitioner-billing/

Delvin ME, Braithwaite S, Camargo Plazas P. Canadian nurse
practitioner’s quest for identity: a philosophical perspective. Int J
Nurs Sci 2018;5:110-4.

Personal information protection and electronic documents act;
2000. PIPEDA sect. SC c.

An act respecting the protection of personal information in the
private sector, R.S.Q., C; P-39.1; organizations in the province of
Quebec exemption order SOR/2003-374

Personal information protection act, SBC 2003, C 63.
Organizations in the Province of British Columbia Exemption Order,
SOR/2004-220;

Personal information protection act, SA 2003, C P-6.5.
Organizations in the Province of Alberta Exemption Order,
SOR/2004-219;

Wyndowe v. Rousseau. 2008. Available: https://canlii.ca/t/1vnhw
Personal health information protection act (PHIPA) supra NOTE _, s
2; HIA, supra Note1(1)(A);

First nations, Inuit and Métis | CIHI. 2023. Available: https://www.
cihi.ca/en/about-cihi/first-nations-inuit-and-metis

FNIGC / CGIPN. A first nations data governance strategy [Internet].
2020. Available: https://fnigc.inlibro.net/cgi-bin/koha/opac-retrieve-
file.pl?id=9c677f3dcf8adbf18fcda96c6244c459

Carroll SR, Garba |, Figueroa-Rodriguez OL, et al. The CARE
principles for indigenous data governance. Data Science Journal
2020;19.

Harrigan M, Feddema K, Wang S, et al. How trust leads to online
purchase intention founded in perceived usefulness and peer
communication. J of Consumer Behaviour 2021;20:1297-312.

The expansion of virtual care in Canada: new data and information
[Internet]. Canadian Institute for Health Information; 2023. Available:
https://www.cihi.ca/sites/default/files/document/expansion-of-
virtual-care-in-canada-report-en.pdf

Spithoff S, et al. BMJ Open 2024;14:2074019. doi:10.1136/bmjopen-2023-074019

11

"yBuAdoa Aq parosioid 1sanb Aq £20zZ ‘8z IMdy uo ywoo fwg uadolway/:dny wouy papeojumoq 20z Arenigad 8 Uo 6TOY.0-£20z-uadolwag/9eTT 0T Se paysiignd 1si1y :uado rINg


https://www.infoway-inforoute.ca/en/component/edocman/3819-analysis-of-the-current-and-potential-benefits-of-virtual-care-in-canada/view-document?Itemid=101
https://www.infoway-inforoute.ca/en/component/edocman/3819-analysis-of-the-current-and-potential-benefits-of-virtual-care-in-canada/view-document?Itemid=101
https://www.infoway-inforoute.ca/en/component/edocman/3819-analysis-of-the-current-and-potential-benefits-of-virtual-care-in-canada/view-document?Itemid=101
https://www.infoway-inforoute.ca/en/component/edocman/3819-analysis-of-the-current-and-potential-benefits-of-virtual-care-in-canada/view-document?Itemid=101
http://dx.doi.org/10.1136/bmj.327.7425.1219
http://dx.doi.org/10.1001/jamadermatol.2016.1774
http://dx.doi.org/10.1093/jac/dkab371
http://dx.doi.org/10.1377/hlthaff.2020.01741
http://dx.doi.org/10.1089/tmj.2018.0100
http://dx.doi.org/10.1089/tmj.2018.0100
http://dx.doi.org/10.1001/jamainternmed.2015.8248
http://dx.doi.org/10.1001/jamainternmed.2015.8248
http://dx.doi.org/10.1377/hlthaff.2018.05091
http://dx.doi.org/10.1542/peds.2018-2491
https://www.theglobeandmail.com/opinion/article-the-dark-side-of-canadas-shift-to-corporate-driven-health-care/
https://www.theglobeandmail.com/opinion/article-the-dark-side-of-canadas-shift-to-corporate-driven-health-care/
https://www.cfpc.ca/CFPC/media/Resources/Health-Policy/Corporatization-of-Care.pdf
https://www.cfpc.ca/CFPC/media/Resources/Health-Policy/Corporatization-of-Care.pdf
https://www.statnews.com/2021/12/06/its-time-to-open-up-health-cares-secret-analytics/
https://www.statnews.com/2021/12/06/its-time-to-open-up-health-cares-secret-analytics/
https://www.eff.org/deeplinks/2020/03/google-says-it-doesnt-sell-your-data-heres-how-company-shares-monetizes-and
https://www.eff.org/deeplinks/2020/03/google-says-it-doesnt-sell-your-data-heres-how-company-shares-monetizes-and
https://www.eff.org/deeplinks/2020/03/google-says-it-doesnt-sell-your-data-heres-how-company-shares-monetizes-and
https://papers.ssrn.com/abstract=3554118
https://papers.ssrn.com/abstract=3554118
https://slate.com/technology/2019/11/google-ascension-project-nightingale-emergent-medical-data.html
https://slate.com/technology/2019/11/google-ascension-project-nightingale-emergent-medical-data.html
https://slate.com/technology/2019/11/google-ascension-project-nightingale-emergent-medical-data.html
http://crackedlabs.org/en/networksofcontrol
http://crackedlabs.org/en/networksofcontrol
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/funding-for-privacy-research-and-knowledge-translation/completed-contributions-program-projects/2010-2011/p_201011_09/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/funding-for-privacy-research-and-knowledge-translation/completed-contributions-program-projects/2010-2011/p_201011_09/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/funding-for-privacy-research-and-knowledge-translation/completed-contributions-program-projects/2010-2011/p_201011_09/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/funding-for-privacy-research-and-knowledge-translation/completed-contributions-program-projects/2010-2011/p_201011_09/
https://www.thestar.com/news/investigations/2019/02/20/medical-record-software-companies-are-selling-your-health-data.html
https://www.thestar.com/news/investigations/2019/02/20/medical-record-software-companies-are-selling-your-health-data.html
https://www.thestar.com/news/investigations/2019/02/20/medical-record-software-companies-are-selling-your-health-data.html
https://www.cnn.com/2023/03/10/politics/cerebral-mental-health-privacy-data-exposure/index.html
https://www.cnn.com/2023/03/10/politics/cerebral-mental-health-privacy-data-exposure/index.html
http://dx.doi.org/10.1377/hlthaff.2022.01205
http://dx.doi.org/10.1007/s10676-018-9492-2
http://dx.doi.org/10.1515/9780822391258
http://dx.doi.org/10.1515/9780822391258
http://dx.doi.org/10.1126/science.aaz3873
http://dx.doi.org/10.1503/cmaj.201579
http://dx.doi.org/10.1503/cmaj.212103
http://dx.doi.org/10.1503/cmaj.221284
http://dx.doi.org/10.1097/ACM.0000000000000388
http://dx.doi.org/10.1016/S0140-6736(18)30181-8
http://dx.doi.org/10.1111/j.1468-0009.2011.00628.x
http://dx.doi.org/27035020
https://www.partnershipagainstcancer.ca/topics/virtual-care-canada/
https://www.partnershipagainstcancer.ca/topics/virtual-care-canada/
https://www.cma.ca/sites/default/files/pdf/News/Virtual_Care_discussionpaper_v2EN.pdf
https://www.cma.ca/sites/default/files/pdf/News/Virtual_Care_discussionpaper_v2EN.pdf
https://www.cma.ca/sites/default/files/pdf/News/Virtual_Care_discussionpaper_v2EN.pdf
https://www.cma.ca/sites/default/files/pdf/virtual-care/ReportoftheVirtualCareTaskForce.pdf
https://www.cma.ca/sites/default/files/pdf/virtual-care/ReportoftheVirtualCareTaskForce.pdf
https://www.health.gov.on.ca/en/pro/programs/ohip/bulletins/4000/bul4745.aspx
https://www.health.gov.on.ca/en/pro/programs/ohip/bulletins/4000/bul4745.aspx
https://www.health.gov.on.ca/en/pro/programs/ohip/bulletins/4000/bul4745.aspx
https://policybase.cma.ca/media/PolicyPDF/PD22-05.pdf
https://policybase.cma.ca/media/PolicyPDF/PD22-05.pdf
https://cnps.ca/article/nurse-practitioner-billing/
https://cnps.ca/article/nurse-practitioner-billing/
http://dx.doi.org/10.1016/j.ijnss.2018.03.001
http://dx.doi.org/10.1016/j.ijnss.2018.03.001
https://canlii.ca/t/1vnhw
https://www.cihi.ca/en/about-cihi/first-nations-inuit-and-metis
https://www.cihi.ca/en/about-cihi/first-nations-inuit-and-metis
https://fnigc.inlibro.net/cgi-bin/koha/opac-retrieve-file.pl?id=9c677f3dcf8adbf18fcda96c6244c459
https://fnigc.inlibro.net/cgi-bin/koha/opac-retrieve-file.pl?id=9c677f3dcf8adbf18fcda96c6244c459
http://dx.doi.org/10.5334/dsj-2020-043
http://dx.doi.org/10.1002/cb.1936
https://www.cihi.ca/sites/default/files/document/expansion-of-virtual-care-in-canada-report-en.pdf
https://www.cihi.ca/sites/default/files/document/expansion-of-virtual-care-in-canada-report-en.pdf
http://bmjopen.bmj.com/

85

86

87

88

89

90

Virtual care in Canada: lexicon [Internet]. Digital Health Canada;
2022. Available: https://digitalhealthcanada.com/wp-content/
uploads/2022/06/Virtual-Care-National-Lexicon-v-JAN2521.pdf
Herrera CA, Rada G, Kuhn-Barrientos L, et al. Does ownership
matter? An overview of systematic reviews of the performance

of private for-profit, private not-for-profit and public healthcare
providers. PLoS ONE 2014;9:93456.

McGrail KM, McGregor MJ, Cohen M, et al. For-profit versus not-
for-profit delivery of long-term care. CMAJ 2007;176:57-8.
Medicine (US) of, Gray BH, Legal Differences Between Investor-
Owned and Nonprofit Health Care Institutions. The new health

care for profit: doctors and hospitals in a competitive environment.
National Academies Press (US); 1983. Available: http://www.ncbi.
nim.nih.gov/books/NBK216759/

Office of the Privacy Commissioner of Canada. Summary of privacy
laws in Canada. 2014. Available: https://www.priv.gc.ca/en/privacy-
topics/privacy-laws-in-canada/02_05_d_15/

Toronto public library Mergent intellect. 2022. Available: https://
www.torontopubliclibrary.ca/detail.jsp?Entt=RDMEDB0188&R=
EDBO0188

106

107

108

109

110

Meier B. Pain killer [Internet]. Penguin Random House; 2023.
Available: https://www.penguinrandomhouse.com/books/575714/
pain-killer-by-barry-meier/

Feathers T, for SK, Fondrie-Teitler S. Out of control”: dozens of
Telehealth startups sent sensitive health information to big Tech
companies. 2022 Available: https://themarkup.org/privacy/2022/
12/13/out-of-control-dozens-of-telehealth-startups-sent-sensitive-
health-information-to-big-tech-companies

Khosseim P. Ripe for public debate: legal and ethical issues around
de-identified data [Internet]. IPC; 2022. Available: https://www.ipc.
on.ca/ripe-for-public-debate-legal-and-ethical-issues-around-de-
identified-data/

Black Health Equity Working Group AND PROTECTION (EGAP)
ENGAGEMENT, GOVERNANCE, ACCESS. A data governance
framework for health data collected from black communities in
Ontario [Internet]. 2021. Available: https://blackhealthequity.ca/wp-
content/uploads/2021/03/Report_EGAP_framework.pdf

Walter M, Suina M. Indigenous data, indigenous methodologies
and indigenous data sovereignty. Int J Soc Res Methodol
2019;22:233-43.

91 Builtwith. Builtwith. 2022. Available: https://builtwith.com/ 111 Obermeyer Z, Powers B, Vogeli C, et al. Dissecting racial bias in
92 Patton MQ. Qualitative Research & Evaluation Methods: Integrating an algorithm used to manage the health of populations. Science
Theory and Practice. 4th edition. Thousand Oaks, California: SAGE 2019;366:447-53.
Publications, Inc, 2014. 112 Solovey M. Shaky foundations. In: Introduction: Privacy self-
93 Rocque R, Leanza Y, Harper DM. A Systematic review of patients’ management and the consent dilemma. HARVARD LAW REVIEW,
experiences in communicating with primary care physicians: 2013: 1880-9083.
intercultural encounters and a balance between vulnerability and 113 Abelson J, Miller FA, Giacomini M. What does it mean to trust A
integrity. PLoS ONE 2015;10:e0139577. health system? A qualitative study of Canadian health care values.
94 Ludewigs S, Narchi J, Kiefer L, et al. Ethics of the fiduciary Health Policy 2009;91:63-70.
relationship between patient and physician: the case of informed 114 Ipsos. High trust in Canada’s Healthcare system, but Canadians are
consent. J Med Ethics 2022. concerned that the quality may worsen over time. 2021. Available:
95 Goodyear-Smith F, Buetow S. Power issues in the doctor-patient https://www.ipsos.com/en-ca/news-polls/healthcare-systems-
relationship. Health Care Anal 2001;9:449-62. global-access
96 Lin L, Lu C. The influence of corporate image, relationship 115 Ipsos. Doctors are the most trusted profession in Canada and
marketing, and trust on purchase intention: the moderating effects across the world. 2021. Available: https://www.ipsos.com/en-ca/
of word-of-mouth. Tourism Review 2010;65:16-34. news-polls/doctors-most-trusted-profession-in-canada
97 Ortiz SE, Rosenthal MB. Medical marketing, trust, and the patient- 116 Primary health care providers. 2019. Available: https://www150.
physician relationship. JAMA 2019;321:40-1. statcan.gc.ca/n1/pub/82-625-x/2020001/article/00004-eng.htm
98 Office of Public Affairs. Electronic health records vendor to pay 117 Charest M, Sharma M, Chris A, et al. Decentralizing PrEP
$145 million to resolve criminal and civil investigations. 2020 delivery: Implementation and dissemination strategies to increase
Available: https://www.justice.gov/opa/pr/electronic-health- PrEP uptake among MSM in Toronto, Canada. PLoS One
records-vendor-pay-145-million-resolve-criminal-and-civil- 2021;16:0248626.
investigations-0 118 Canadian Institute for Health Information. How Canada compares:
99 Donnelly C, Janssen A, Vinod S, et al. A systematic review of results from the Commonwealth fund’s 2016 International health
electronic medical record driven quality measurement and feedback policy survey of adults in 11 countries — accessible report. CIHI;
systems. Int J Environ Res Public Health 2022;20:200. 2017.

100 Austrian J, Mendoza F, Szerencsy A, et al. Applying A/B testing to 119 Analysis CAS. 2455 Teller road, thousand oaks California 91320
clinical decision support: rapid randomized controlled trials. J Med United States of America. SAGE Publications, Inc; 2005. Available:
Internet Res 2021;23:e16651. http://methods.sagepub.com/book/situational-analysis

101 Trimarchi L, Caruso R, Magon G, et al. Clinical pathways and 120 Atske S. Social media use in 2021 [Internet]. Pew Research Center:
patient-related outcomes in hospital-based settings: a systematic Internet Science & Tech; 2021. Available: https://www.pewresearch.
review and meta-analysis of randomized controlled trials. Acta org/internet/2021/04/07/social-media-use-in-2021/

Biomed 2021;92:€2021093. 121 IMS Health. A straightforward way to get real-world data [Internet].

102 Rotter T, de JR, Lacko SE, et al. Clinical pathways as a 2015. Available: https://web.archive.org/web/20160910085222/
quality strategy. In: In: Improving healthcare quality in Europe: http://imsbrogancapabilities.com/pdf/real-world-data-fact-sheet.pdf
Characteristics, effectiveness and implementation of different 122 Mulinari S, Ozieranski P. Capitalizing on transparency: Commercial
strategies [Internet] [Internet]. European Observatory on Health surveillance and pharmaceutical marketing after the Physician
Systems and Policies. 2019. Available: https://www.ncbi.nlm.nih. Sunshine Act. Big Data & Society 2022;9.
gov/books/NBK549262/ 123 FNIGC / CGIPN. Ownership, control, access and possession

103 Fickweiler F, Fickweiler W, Urbach E. Interactions between (OCAPTM): the path to first nations information governance
physicians and the pharmaceutical industry generally and sales [Internet]. 2014. Available: https://web.archive.org/web/
representatives specifically and their association with physicians’ 20200909011418/https://fnigc.ca/sites/default/files/docs/ocap_
attitudes and prescribing habits: a systematic review. BMJ Open path_to_fn_information_governance_en_final.pdf
2017;7:e016408. 124 Canadian Doctors for Medicare. Canadian doctors for Medicare

104 Brax H, Fadlallah R, Al-Khaled L, et al. Association between position statement on virtual care. 2023. Available: https://www.
physicians’ interaction with pharmaceutical companies and their canadiandoctorsformedicare.ca/virtual_care
clinical practices: a systematic review and meta-analysis. PLoS One 125 MclLean J, Bruser D. Big Pharma marketing scheme banned by
2017;12:e0175493. Ontario [Internet]. The Toronto Star; 2017. Available: https://www.

105 Van Zee A. The promotion and marketing of oxycontin: commercial thestar.com/news/queenspark/2017/09/14/big-pharma-marketing-
triumph, public health tragedy. Am J Public Health 2009;99:221-7. scheme-banned-by-ontario.html

12 Spithoff S, et al. BMJ Open 2024;14:e074019. doi:10.1136/bmjopen-2023-074019

"yBuAdoa Aq parosioid 1sanb Aq £20zZ ‘8z IMdy uo ywoo fwg uadolway/:dny wouy papeojumoq 20z Arenigad 8 Uo 6TOY.0-£20z-uadolwag/9eTT 0T Se paysiignd 1si1y :uado rINg


https://digitalhealthcanada.com/wp-content/uploads/2022/06/Virtual-Care-National-Lexicon-v-JAN2521.pdf
https://digitalhealthcanada.com/wp-content/uploads/2022/06/Virtual-Care-National-Lexicon-v-JAN2521.pdf
http://dx.doi.org/10.1371/journal.pone.0093456
http://dx.doi.org/10.1503/cmaj.060591
http://www.ncbi.nlm.nih.gov/books/NBK216759/
http://www.ncbi.nlm.nih.gov/books/NBK216759/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/02_05_d_15/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/02_05_d_15/
https://www.torontopubliclibrary.ca/detail.jsp?Entt=RDMEDB0188&R=EDB0188
https://www.torontopubliclibrary.ca/detail.jsp?Entt=RDMEDB0188&R=EDB0188
https://www.torontopubliclibrary.ca/detail.jsp?Entt=RDMEDB0188&R=EDB0188
https://builtwith.com/
http://dx.doi.org/10.1371/journal.pone.0139577
http://dx.doi.org/10.1136/jme-2022-108539
http://dx.doi.org/10.1023/A:1013812802937
http://dx.doi.org/10.1108/16605371011083503
http://dx.doi.org/10.1001/jama.2018.19324
https://www.justice.gov/opa/pr/electronic-health-records-vendor-pay-145-million-resolve-criminal-and-civil-investigations-0
https://www.justice.gov/opa/pr/electronic-health-records-vendor-pay-145-million-resolve-criminal-and-civil-investigations-0
https://www.justice.gov/opa/pr/electronic-health-records-vendor-pay-145-million-resolve-criminal-and-civil-investigations-0
http://dx.doi.org/10.3390/ijerph20010200
http://dx.doi.org/10.2196/16651
http://dx.doi.org/10.2196/16651
http://dx.doi.org/10.23750/abm.v92i1.10639
http://dx.doi.org/10.23750/abm.v92i1.10639
https://www.ncbi.nlm.nih.gov/books/NBK549262/
https://www.ncbi.nlm.nih.gov/books/NBK549262/
https://www.ncbi.nlm.nih.gov/books/NBK549262/
https://www.ncbi.nlm.nih.gov/books/NBK549262/
https://www.ncbi.nlm.nih.gov/books/NBK549262/
https://www.ncbi.nlm.nih.gov/books/NBK549262/
http://dx.doi.org/10.1136/bmjopen-2017-016408
http://dx.doi.org/10.1371/journal.pone.0175493
http://dx.doi.org/10.2105/AJPH.2007.131714
https://www.penguinrandomhouse.com/books/575714/pain-killer-by-barry-meier/
https://www.penguinrandomhouse.com/books/575714/pain-killer-by-barry-meier/
https://themarkup.org/privacy/2022/12/13/out-of-control-dozens-of-telehealth-startups-sent-sensitive-health-information-to-big-tech-companies
https://themarkup.org/privacy/2022/12/13/out-of-control-dozens-of-telehealth-startups-sent-sensitive-health-information-to-big-tech-companies
https://themarkup.org/privacy/2022/12/13/out-of-control-dozens-of-telehealth-startups-sent-sensitive-health-information-to-big-tech-companies
https://www.ipc.on.ca/ripe-for-public-debate-legal-and-ethical-issues-around-de-identified-data/
https://www.ipc.on.ca/ripe-for-public-debate-legal-and-ethical-issues-around-de-identified-data/
https://www.ipc.on.ca/ripe-for-public-debate-legal-and-ethical-issues-around-de-identified-data/
https://blackhealthequity.ca/wp-content/uploads/2021/03/Report_EGAP_framework.pdf
https://blackhealthequity.ca/wp-content/uploads/2021/03/Report_EGAP_framework.pdf
http://dx.doi.org/10.1080/13645579.2018.1531228
http://dx.doi.org/10.1126/science.aax2342
http://dx.doi.org/10.2307/j.ctt5hjc78
http://dx.doi.org/10.2307/j.ctt5hjc78
http://dx.doi.org/10.1016/j.healthpol.2008.11.006
https://www.ipsos.com/en-ca/news-polls/healthcare-systems-global-access
https://www.ipsos.com/en-ca/news-polls/healthcare-systems-global-access
https://www.ipsos.com/en-ca/news-polls/doctors-most-trusted-profession-in-canada
https://www.ipsos.com/en-ca/news-polls/doctors-most-trusted-profession-in-canada
https://www150.statcan.gc.ca/n1/pub/82-625-x/2020001/article/00004-eng.htm
https://www150.statcan.gc.ca/n1/pub/82-625-x/2020001/article/00004-eng.htm
http://dx.doi.org/10.1371/journal.pone.0248626
http://methods.sagepub.com/book/situational-analysis
https://www.pewresearch.org/internet/2021/04/07/social-media-use-in-2021/
https://www.pewresearch.org/internet/2021/04/07/social-media-use-in-2021/
https://web.archive.org/web/20160910085222/http://imsbrogancapabilities.com/pdf/real-world-data-fact-sheet.pdf
https://web.archive.org/web/20160910085222/http://imsbrogancapabilities.com/pdf/real-world-data-fact-sheet.pdf
http://dx.doi.org/10.1177/20539517211069631
https://web.archive.org/web/20200909011418/https://fnigc.ca/sites/default/files/docs/ocap_path_to_fn_information_governance_en_final.pdf
https://web.archive.org/web/20200909011418/https://fnigc.ca/sites/default/files/docs/ocap_path_to_fn_information_governance_en_final.pdf
https://web.archive.org/web/20200909011418/https://fnigc.ca/sites/default/files/docs/ocap_path_to_fn_information_governance_en_final.pdf
https://www.canadiandoctorsformedicare.ca/virtual_care
https://www.canadiandoctorsformedicare.ca/virtual_care
https://www.thestar.com/news/queenspark/2017/09/14/big-pharma-marketing-scheme-banned-by-ontario.html
https://www.thestar.com/news/queenspark/2017/09/14/big-pharma-marketing-scheme-banned-by-ontario.html
https://www.thestar.com/news/queenspark/2017/09/14/big-pharma-marketing-scheme-banned-by-ontario.html
http://bmjopen.bmj.com/

	How the commercial virtual care industry gathers, uses and values patient data: a Canadian qualitative study
	Abstract
	Introduction﻿﻿
	Methods
	Design
	Patient and public involvement
	Setting
	Identification of platforms
	Data collection
	Analysis

	Results
	Data generates revenues
	A data gold rush
	Data category determines use
	Improving and expanding services
	Promoting products and services
	Adjusting patient care pathways

	Operating within industry norms
	Appropriate and/or expected data handling practices
	Minimising reputational risks

	‘Money off patients’ backs’
	Implications for clinical decision-making and healthcare choices
	Giving up ‘a little bit of privacy’

	Enablers of access to patient data
	Problematic consent processes: legalese and difficulty opting out
	Lack of other options

	(Misplaced) trust

	Discussion
	Conclusions
	References


